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MODULE SPECIFICATION 

 

SECTION 1: MODULE SPECIFICATIONS 

 

1. Title of the module: CO648  Systems and Services, Design and Management 

2. School which will be responsible for management of the module: School of Computing 

3. Start date of the module: September 2009 

4. The cohort of students (onwards) to which the module will be applicable: 2009/2010 

5. The number of students expected to take the module: 50 

6. Modules to be withdrawn on the introduction of this proposed module and consultation 
with other relevant Schools and Faculties regarding the withdrawal: None 

7. Level of the module: Honours (H) 

8. The number of credits which the module represents: 15 

9. Which term(s) the module is to be taught in (or other teaching pattern): Spring 

10. Prerequisite and co-requisite modules: 

Prerequisite: 

• CO527  Operating Systems and Architecture; 

• CO536  Advanced Programming Techniques. 

Co-requisite: 

• CO633  Computer Networks and Communications. 

Students taking this module as part of an MSc Advanced Computer Science (or related) 
programme are expected to have the necessary prerequisite/co-requisite knowledge and 
understanding. 

11. The programme(s) of study to which the module contributes: 

• Computer Science and related programmes; 

• Computer Science with a year in industry and related programmes; 

• MSc Advanced Computer Science and related programmes. 

12. The intended subject specific learning outcomes and, as appropriate, their relationship to 
programme learning outcomes: 

Having successfully completed this module, students will: 

a) Have a comprehensive and systematic understanding of selection, design and 
standards for services, including licensing selection and evaluation. [A4,B4] 

b) Have an understanding of performance issues in general and/or analytical terms, 
and of the trade-offs involved. [A2,B3,C2] 

c) Be able to describe, discuss and compare the need for systems, services and 
administration, using an appropriate set of concepts and vocabulary. 
[B5,B6,D2,D6] 

d) Be able to describe, discuss and apply systems security issues in general and/or 
analytical terms, and of the trade-offs involved. [C2,A3] 

e) Have a practical understanding of the operation of computer systems, at the 
kernel, system’s software and application level, and understand the relationship 
between these. [A1,A3] 
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f) Be able to understand, create and modify systems as necessary and automate 
common processes. [B5,C2,A2,A3,C4,C1] 

g) Be able to apply problem solving methodologies and tools to systems, including 
deployment and management of services and application stacks, system 
integration, configuration and data exchange. [C4,C3] 

13. The intended generic learning outcomes and, as appropriate, their relationship to 
programme learning outcomes: 

Having successfully completed this module, students will: 

1) Be able to analyse a problem and to design and implement a solution. [B3,B5] 

2) Be able to evaluate systems in terms of function and performance, with an 
awareness of possible trade-offs. [B1] 

3) Be able to communicate technical issues clearly to specialist audiences. [B2,D2] 

4) Be able to make effective use of IT facilities. [D3] 

5) Be able to manage their time effectively. [D5] 

6) Understand and be able to explain the quantitative dimensions of a problem. [D4] 

14. A synopsis of the curriculum: 

This module will provide students with an in-depth understanding of complete server 
systems and associated services.  This entails knowledge of operating systems, 
applications, hardware and software troubleshooting, and knowledge/appreciation of the 
purposes for which people in organisations use systems and services. Practical 
coursework will be undertaken in the context of non-Windows based systems, as 
typically found in industrial computing installations, in order to broaden the students' 
outlook. 

Topics and examples include, but are not limited to: 

• Command line scripting and automation: editors, environments and useful tools; 
advanced Unix shell programming. 

• Problem solving methodologies and tools: debuggers and system tracers (e.g. 
strace, truss, dtrace); network protocol analysis and configuration debugging; 
developing routines for regular occurrences; documentation and process 
automation for faster execution. 

• Selection, design and standards for application stacks: RFCs, JSR, ISO and 
ECMA; LAMP. 

• Deployment and management of installation, configuration and monitoring: 
systems start-up dependency tracking; patching; clusters and virtualization; 
backup techniques and disaster recovery. 

• Security for networks, systems and services, including web-based security and 
relevant legislation (DPA, RIP and CMA): software protocols, logs, best practice; 
disclosure. 

• Integration, standards and directory services: LDAP and AD; XML and RDF. 

• Licensing types, impact and tracking: copyright, GPL, BSD, OSI Cert and 
legislation; proprietary licenses and license servers (e.g. FlexLM). 

• Administrator/User interaction and feedback: errors, reporting, tracking and 
dissection; asking the right questions; prioritisation; time management. 

15. Indicative Reading List: 

Recommended texts: 

• “The Cuckoo’s Egg: Tracking a Spy Through the Maze of Computer Espionage”, 
Cliff Stoll, Pocket Books.  ISBN: 978-1416507789. 
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• “Time Management for System Administrators”, Thomas A. Limoncelli, O’Reilly.  
ISBN: 978-0596007836. 

• “Classic Shell Scripting: Hidden Commands that Unlock the Power of Unix”, 
Arnold Robbins and Nelson H.F. Beebe, O’Reilly, ISBN: 978-0596005955. 

Background reading and reference: 

• “Secrets and Lies: Digital Security in a Networked World”, Bruce Schneier, John 
Wiley & Sons, ISBN: 978-0471453802. 

• “Essential System Administration: Tools and Techniques for Linux and Unix 
Administration”, Aeleen Frisch, O’Reilly, ISBN: 978-0596003432. 

• “SELinux: NSA’s Open Source Security Enhanced Linux”, Bill McCarty, O’Reilly, 
ISBN: 978-0596007164. 

16. Learning and Teaching Methods, including the nature and number of contact hours and 
the total study hours which will be expected of students, and how these relate to 
achievement of the intended learning outcomes: 

150 study hours in total, which comprise: 

• 22 lectures covering principle aspects of the curriculum (above); 

• 22 hours of lecture-related study; 

• 12 hours of directed reading; 

• 40 hours spent on coursework and assessment; 

• 54 hours on private study, including exam revision. 

The majority of material will be delivered through lecture based teaching, with learning 
augmented through private study (including lecture-related study and directed reading).  
Additional on-line resources will be provided to aid learning, including discussion and 
question-and-answer forums.  We do not intend to schedule compulsory classes for this 
module, but instead will provide “surgery” style drop-in sessions.  Teaching methods may 
include a laboratory based session which will contribute to the coursework component of 
the module. 

17. Assessment methods and how these relate to testing achievement of the intended 
learning outcomes: 

The module will be assessed: 

• 50% coursework, using incremental practical exercises addressing understanding 
and practical skills.  This will involve applying the concepts of design, deployment 
of systems and services, with an emphasis on the integration of the various topics 
taught.  Examples include: 

• LAMP stack installation, configuration, performance tuning, access 
control, security and testing; 

• LDAP directory integration, manipulation, configuration and testing. 

Learning outcomes [a,e,f,g,d,1,4,5]. 

• 50% unseen written examination, addressing knowledge and understanding of 
the characteristics and limitations of systems and services design and 
management, special considerations for design, development, deployment, and 
professional and ethical issues. 

Learning outcomes [a,b,c,g,d,1,2,3,6]. 
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18. Implications for learning resources, including staff, library, IT and space: 

Practical aspects of the module (coursework) will require the use of x86 based server 
hardware and storage.  This will be provided by the School using virtualization 
technologies such as VmWare, VirtualBox and Xen. 

Technical staff from the School will undertake the teaching (lectures, drop-in sessions 
and any laboratory-based practical session). 

19. The School recognises and has embedded the expectations of current disability equality 
legislation, and supports students with a declared disability or special educational need 
in its teaching. Within this module we will make reasonable adjustments wherever 
necessary, including additional or substitute materials, teaching modes or assessment 
methods for students who have declared and discussed their learning support needs. 
Arrangements for students with declared disabilities will be made on an individual basis, 
in consultation with the University’s disability/dyslexia support service, and specialist 
support will be provided where needed. 

 

SECTION 2: MODULE IS PART OF A PROGRAMME OF STUDY IN A UNIVERSITY 
SCHOOL 
 

Statement by the School Director of Learning and Teaching/School Director of 
Graduate Studies (as appropriate): "I confirm I have been consulted on the above module 
proposal and have given advice on the correct procedures and required content of module 
proposals" 

 

................................................................ 

Director of Learning and Teaching 

 

………………………………………………… 

Print Name 

 

.............................................. 

Date 

 

Statement by the Head of School: "I confirm that the School has approved the introduction 
of the module and, where the module is proposed by School staff, will be responsible for its 
resourcing" 

 

................................................................. 

Head of School 

 

……………………………………………………. 

Print Name 

 

.............................................. 

Date 
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